Information Management
Reference Model

IMRM Diagram: Narrative

The Information Management Reference Model (IMRM) project started from a
groundswell of interest by EDRM members and non-members alike in having a model
that will frame the discussion of information management, in the same way the electronic
discovery reference model has shaped our view of e-discovery. It was clear that this
required much more than simply a better description of the Information Management
node of the EDRM. The Information Management node deserved a reference model for
itself.

The project is almost a year old and we have achieved significant progress. To be sure,
more work is needed. The following reflects how we arrived at the current diagram. The
IMRM group has a diverse membership pool so the conversation is broad and varied. We
invite you to participate and bring your point of view and experience to our shared
collaborative effort.

After much discussion among team members and outside stakeholders, we have arrived
at this draft diagram focused on one of the major challenges of information management:
namely, that most information management efforts are crippled by insufficient
collaboration among key stakeholders. We recognize that there are many stakeholders
involved, but for the sake of simplicity, we have grouped them into three categories.
These are business users who need information to operate the organization, IT
departments who must implement the mechanics of information management, and legal,
risk, and regulatory departments who understand the organization's duty to preserve
information beyond its immediate business value.

We hope that this top level diagram will help stakeholders understand their role in
information management, and bring them to the conclusion that true information
management can only be achieved through successful collaboration with other groups
across the enterprise. Subsidiary diagrams will provide additional granularity and
perspective.

Starting from the outside of the diagram, successful information management is about
conceiving a complex set of interoperable processes, and implementing the procedures
and structural elements to put them into practice. It requires an understanding of the
business imperatives of the enterprise, knowledge of the appropriate tools and
infrastructure for managing information, and sensitivity to the legal and regulatory




obligations with which the enterprise must comply.

For any piece of information one hopes to manage, the primary stakeholder is the
business user of that information. We use the term “business” broadly; the same ideas
apply to end users of information in organizations whose ultimate goal might not be to
generate a profit.

Once the business value is established, one must also understand the legal duty attached
to a piece of information. The term “legal” should also be read broadly to refer to a wide
range of legal and regulatory constraints and obligations, from electronic discovery and
government regulation, to contractual obligations such as payment card industry
requirements.

Finally, IT organizations must manage the information accordingly, ensuring privacy and
security as well as appropriate retention as dictated by both business and legal or
regulatory requirements.

In the center of our proposed diagram is a workflow, or lifecycle diagram. We include
this component in the diagram to illustrate the fact that information management is
important at all stages of the information lifecycle — from its creation through its ultimate
disposition. This part of the diagram, once further developed, along with other secondary
level diagrams, will outline concrete, actionable steps that organizations can take in
implementing information management programs.

Even the most primitive business creates information in the course of daily operations,
and IT departments spring up to manage the logistics--indeed, one of the biggest
challenges in modern organizations is trying to stop individuals from excess storing and
securing of information. Legal stakeholders can usually mandate the preservation of
what is most critical, though often at great cost. However, it takes the coordinated effort
of all three groups to defensibly dispose of a piece of information that has outlived its
usefulness, and retain what IS useful in a way that enables accessibility and usability for
the business user.




Here is an example of how this diagram could be used:

1. To initiate discussions across stakeholders on their mutual dependencies. For
example, IT is unable to dispose of data without clear, reliable guidance on the ongoing
legal obligations and the business value of information. Often, legal and business staff
doesn’t realize this dependency or its cost impact on a company as data volumes grow
50% per year or more. Legal, on other hand, is ill-equipped to understand the very
dynamic environments of IT and business information creation and is therefore
challenged to apply and meet the company’s obligations for appropriate retention of
information.

2. To help companies define the intersection points and areas of responsibility across
information governance stakeholders.

3. To help companies begin to assess the business value of information, establish criteria
and processes to define and communicate legal and regulatory obligations, and to take
subsequent actions on data and systems.

4. To define and determine the management capabilities needed in relevant workflow
applications such as legal holds, and RIM systems and content repositories such as ECM.
These capabilities might include the ability to automate legal holds, apply a retention
schedule, extract data for discovery, secure and segregate information for privacy, and
dispose of data routinely.




